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1. Client Certificate Installation and Renewal (Simplified)

1. 1.0btaining a New Client Certificate (Simplified)

1.1.1. Obtaining a New Client Certificate (Simplified)

1. Open Internet Explorer to visit the following URL:
https://ca50.managedpki.ne.jp/KOMATSUCAG2/pages/ee/index.jsp?s=Site1&p=CA1/K
omatsuPolicy 2048

2. Type the "User ID" and "Password" provided in an email communication for certificate

issuance then click "Login". See the left image shown below.

[Komatsu - KOMTRAX] KOMTRAX(High) Certificate Issuance ( )

service_desk@komatsu.co,jp
tome =

Dear KOMTRAX Ussr,

the following URL

op et of the screen
by cybertrust

*The set values of your IE settings may bring up an information bar or a popup window

prompting to run ActiveX controls. When prompted, allow execution.




Your certificate is being installed while a page shown below is being displayed.

Do not close your IE.

Please wait for a while.
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*In the "Potential Scripting Violation" or "Web Access Confirmation" dialog box, click

"Yes" to initiate installation.

Potential Scripting Yiolation

Wb site to update your certificates is a security risk, The Web site could install
certificates you do nok trusk, which could allow programs that you donok trust to run on
this computer and gain access to your data

': This Web site [ adding one or more certificates ta this computer. Allowing an untrusted

Do you wankt this program ko add the certificates nows Click Yes if you brust this Web
 site. Otheraise, click Mo,

Click "OK" to close a VBScript dialog box, which completes the installation.

VBScript ]

Successfully installed the certificate,




1.2. Renewing a Client Certificate (Simplified)

1.2.1. Renewing a Client Certificate (Simplified)

1. Open Internet Explorer to visit the following URL:
https://ca50.managedpki.ne.jp/KOMATSUCAG2/pages/renew/index.jsp?s=Sitel

2. In the "Choose a digital certificate" dialog box, choose the correct client certificate and
click "OK".
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3. Click "Cert Renewal Request" at the top left.

Pl « | (e ) W

8 & X | &5 KOMATSU End-User Digital-.

Logout

KOMATSU End-User Digital Certificate Services(Renew)

R four Digital Ceeincaty

G
cybertrust

*The set values of your IE settings may bring up an information bar or a popup window

prompting to run ActiveX controls. When prompted, allow execution.




4. Your certificate is being installed while a page below is being displayed.
Do not close your IE.

6 X | 3 KOMATSU End-User Digital. *

Please wait for a while.

@eans |

*In the "Potential Scripting Violation" or "Web Access Confirmation" dialog box, click
"Yes" to initiate installation.

Patential Scripting Yiolation . S = =

This Web site [ adding one or more certificates ta this computer. Allowing an untrusted

T\ web site to update your certficatesis a security isk. The Web site could instal
certificates ou do not trust, which could allaw pragrams that you donok trust to run on
this computer and gain access to your data

Do you wankt this program ko add the certificates nows Click Yes if you brust this Web
site. Otherwise, click Mo,

5. Click "OK" to close a VBScript dialog box, which completes the installation.

VBScript [

Successfully installed the certificate.




2. Client Certificate Installation and Renewal (Full)

2.1. Preconfiguration

2.1.1. Preconfiguring Internet Explorer

To obtain or renew Komatsu client certificates, you do not need to change the default
Internet Explorer (hereinafter IE) settings.

Client certificates will not be obtained if some of your IE settings have been changed from
the default settings. If changed restore them.
[How to restore the default IE settings]

1. Open Internet Options and select the [Privacy] tab. If [Block All Cookies] or [High] is

selected for the “Internet zone”, change it to [Medium]

-2 i

Internet Options

D |

Internet Options

| General | security | Privacy | content [ connections [ rograms | Advanced |

| General |Sacunty | Privacy ‘Content | Connections | Programs | Advanaed‘

Settings
Select a setting for the Intermet zone.
Block All Cookies

—
-Blocks all cookies from all websites
- Cookies that are already on this computer cannot be read
by websites
Sites Impart J l Advanced | | Default ‘
Location

7 Never allow websites to request your
! physical location

Clear Sites J

Pop-up Blodker —
[¥] Turn on Pop-up Blocker |5€Tgs_
InPrivate

[7] Disable toalbars and extensions when InPrivate Browsing starts

Settings
Select a setting for the Internet zone.
High
) -Blocks all cookies from websites that do not have a

compact privacy policy
- Blocks cookies that save information that can be used to
contact you without your explidt consent

[ stes ][ impot | [ advanced | [ Defait |

Location

Clear Sites I

[ Never allow websites to request your
physical location

Pop-up Blocker - ~
[¥] Turn en Pop-up Blocker Settings

InPrivate

[7] Disable toolbars and extensions when InPrivate Browsing starts

o) e

Apply ]

]l Cancel H Apply |




2.

3.

In the Internet Options go to the [Security] tab. [Internet] should be selected for a Web
content zone. Click [Custom Level]. Go to [ActiveX controls and plug-ins].

If [Administrator approved] or [Disable] is selected for [Run ActiveX controls and
plug-ins], select the default value of [Enable].

Settings Settings
|| Run ActiveX controls and plug-ins - || Run ActiveX controls and plug-ins -
[ Administrator approved Administrator approved
) Disable Disable|
) Enabie Enable
() Prompt () Prompt
|#] Saript ActiveX controls marked safe for scripting™ . || Saipt ActiveX controls marked safe for scripting™ =
) Disable | ©) Disable |
@ Enable @ Enable
) Prompt ©) Prompt
% Downloads % Downloads
&% File download &2 File dowrload
©) Disable ) Disable
@ Enable @ Enble
&2 Font download 62 Font download
©) Disable ) Disable
@) Ernzhla pd B Ershle T
| [ | [ 4 [ | »
*Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer
Reset custom settings Reset custom settings
Resettor  Megiym-high (defaulf) v [ Reset.. | Resetto:  [Medium-high (default) v [ Reset.. |
o] T =
“ = IS —

In the Security Settings for the selected zone, i.e. Internet, go to [ActiveX controls and

plug-ins]. If [Disable] is selected for [Script ActiveX controls marked safe for scripting],
select the default value of [Enable].

[ B
Security Settings - Internet Zone =

Settings

() Enable (not secure) s
@) Prompt

|| Only allow approved domains to use ActiveX without prompt
() Disable
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*Takes effect after you restart Internet Explorer

Reset custom settings

Resetio:  [Medum-high (default) =] [ Resst.. |

—




4. Inthe Security Settings for the selected zone, i.e. Internet, go to [Scripting]. If [Disable]

is selected for [Active Scripting], select the default value of [Enable].

ity St Tl Torey =]

Settings

| Sripting
| Active saipting
Y et |
) Enable
) Prompt
] Allow Programmatic dipboard access
() Disable
) Enable
@ Prompt
Allow status bar updates via script
& Disable
@ Enable
Allow websites to prompt for information using scripted winde
@) Disable il
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=¥ Emabla VG flbar _
it i | ’

Reset custom settings

Resetto:  [Medium-high (default) v [ Reset.. |
oK Cancel

2.1.2. Resetting Internet Explorer settings
You can restore the default IE settings by resetting as follows.

Note)
Restoring the settings following [How to restore the default IE settings] described above is

recommended. Follow the steps below only if you have any issue.

Navigation

1. OpenlE.

2. Goto [Tools] > [Internet Options] .

3. Select the [Advanced] tab and click [Reset].
4. Restart IE.




2. 2.0btaining a New Client Certificate

2.2.1. Obtaining a New Client Certificate

You will need your user ID and password to obtain your certificate. The required
information is provided in an email communication announcing certificate acquisition.

See below for instruction.

< Example image of an email announcement for client certificate acquisition >
Sender: service_desk@komatsu.co.jp,
Title:

“[Komatsu - Application] Your Komatsu client certificate issued”,
“[Komatsu - Application] KOMTRAX(High) Certificate Issuance” or
“[Komatsu - Application] KOMTRAX Certificate Issuance”

[Komatsu - KOMTRAX] KOMTRAX(High) Certificate Issuance ( )

service_desk@komatsu.co.jp
tame |+

Dear KOMTRAX User,
Please be advised that processing for your application for a KOMTRAY certificate has
been completed

Please follow the instructions below to obtain your digital cerificate
The new cerdificate will allow you to access KOMTRAX

<How to install a client certificatex
Procedure

1. Open Internet Explorer to visit the following URL:

https:/casl. managedpki.ne jp/HOMATSUC AG2/pages/eefindex jsp?s=5itel &p=CAl/KomatsuPolicy 2045
*Certificates will not be obtained via Firefox or Chrome.

2. Type in the "User ID" and "Password” provided below to click on "Login”
*¥ou can copy and paste the credentials for accurate entries.
*Initial andfor trailing space in Username and/or Password will cause login
failure

UserID
Pagsword

3. Click on "Certificate Request” at the top left of the screen.
*The set values of your |E settings may bring up an information bar or a popup
window prompting to run ActiveX controls.

Note)
The supported browser is IE only. Certificates will not be obtained using other browsers

including Firefox and Chrome.




Open Internet Explorer to visit the following URL. A User authentication screen will
appear.

[URL]
https://ca50.managedpki.ne.jp/KOMATSUCAG2/pages/ee/index.jsp?s=Site1&p=CA1/K
omatsuPolicy 2048

|l Fie

Edit View Favorites Tools Help

I =

User authentication

thentication to issue & certificat.

a
cybertrust

Type the [User ID] and [Password] provided in an email communication
entitled "[Komatsu - Application] Your Komatsu client certificate issued” sent from

service desk@komatsu.co.jp then click [Login].

*You can copy and paste the credentials for accurate entries.
*Initial and/or tailing space in User ID and/or Password will cause login failure.

& NZTEMETTIONN © - & E C | & massgespiinein

Edit View Faverts Teok Help

[Komatsu - KOMTRAX] KOMTRAX(High) Certificate Issuance ( )

ervice_desk@komatsu.co,jp

ear KOMTRAX Usar,
User authentication

be advised that processing for your application for a KOMTRAX certificate has

below to obtain your digital certficate.
ficate will allow you to access KOMTRAX.

ate>

st the following URL

i.ne jp/KOMATSUCAG2 = =CA1/KomatsuPalicy 2048

the top ef o the screen " ( .
 may bring Up an information bar or & popup cybertrust




3. Ina KOMATSU End-User Digital Certificate Services screen, go to [Certificate Request]

> [Certificate Request].

|| File Edit View Favorites Tools Help

KOMATSU End-User Digital Certificate Services

Enrol| for & Digital Centificate

{ for pertificate by generating 2 private key In web browser or PKI devics.

Lizt the requasts you submitted

wnioad Cerificate
Downlosd s certificste by spedifying = request ID.

Centact Page

a
cybertrust

*The set values of your IE settings may bring up an information bar or a popup window

prompting to run ActiveX controls. When prompted, allow execution.

4. (This step may be skipped depending on your PC’s OS version or the settings of IE’s

Internet Options.) In a Web Access Confirmation dialog, click [Yes].

~ B
Web Access Confirmation L"";"‘J

This Web site is attempting to perform s digital certificate operation on
% your behalf:

-
1

https://cab0.managedpki.nejp/KOMATSUCAGZ/pages/ee/KomatsuPoli
cy_ 2048 /Frame.jsp

You should only allow known Web sites to perform digital certificate
operations on your hehalf.
Do you want to allow this operation?

5. (This step may be skipped depending on your PC’s OS version or the settings of IE's

Internet Options.) In a Potential Scripting Violation dialog, click [Yes].
i |

This Web site [ adding one or more certificates ta this computer. Allowing an untrusted

T\ WWeb site to update your certificates s a security risk. The Web site could install
certificates ou do not trust, which could allaw pragrams that you donok trust to run on
this computer and gain access to your data

Potential Scripting Yiolation

Do you wankt this program ko add the certificates nows Click Yes if you brust this Web
site. Otherwise, click Mo,

10



Your request to issue a client certificate will be accepted and the associated process will

be initiated. Please wait with the browser open.

(This step may be skipped depending on your PC’s OS version or the settings of IE’s
Internet Options.) A Potential Scripting Violation dialog appears again, click [Yes]. It
will initiate certificate installation to IE.

T 5

Potential Scripting Yiolation

This Web site [ adding one or more certificates ta this computer. Allowing an untrusted

T\ web site to update your certficatesis a security isk. The Web site could instal
certificates ou do not trust, which could allaw pragrams that you donok trust to run on
this computer and gain access to your data

Do you wankt this program ko add the certificates nows Click Yes if you brust this Web
site. Otherwise, click Mo,

Installation is complete when a message saying [Successfully installed the certificate.]
appears. Click [OK] to close the message box and close IE.

VBScript [

Successfully installed the certificate,

11




2.3. Renewing a Client Certificate
2.3.1. Renewing a Client Certificate
A client certificate is valid for one year.

date and the user will receive an email notification for certificate renewal.

receive one renew the specified client certificate. See below for instruction.

< Example image of an email announcement for client certificate renewal >

Sender: service desk@komatsu.co.jp,

It may be renewed 2 months prior to its expiration

Title: “[Komatsu] Komatsu client certificate Renewal”

[Komatsu] Komatsu client certificate Renewal TO:

Note)

service_deskg@komatsu.co.jp
to me |+

Dear User,

Your Komatsu client certificate will expire on
In order to renew, please visit the web page below.

<How to renew a cedificates
Procedure

1. Open Internet Explorer to visit the following URL:
https:ficasl Ipki ne.jp/KOMATSUCAGZ/pagesirenewlindex. jzp?s=Site

“Certificates will not be obtained via Firefox or Chrarme

2. In the "Choose a digital certificate” dialog box, choose the correct client
certificate and click on "OkK"

3. Click on "Cert Renewal Request” at the top left.,

*The set walues of your [E =ettings may bring up an information bar or a popup
window prompting to run ActiveX. contrals,

When prompted, allow execution.

“In the "Potential Scripting Violation" or "Web Access Confirmation” dialog boo,
click on "Yes" to initiate installation

4. Your cerificate is being installed while a waiting page is being displayed

*In the "Potential Scripting Vialation" or "Web Access Confirmation” dialog box,
click on "Yes" to initiate installation.

*Do not cloge your [E.

5. Click on "OK" to close a WBScript dialog box, which completes the installation

When you

The supported browser is IE only. Certificates will not be obtained using other browsers

including Firefox and Chrome.

12




1. Gotothe URL below. Select a client certificate subjected to renewal.

[URL]
https://ca50.managedpki.ne.jp/KOMATSUCAG2/pages/renew/index.jsp?s=Sitel
st =

Select a Certificate

KOMATSU test25 - DS, KE =
Issuer KOMATSU CA G2
Valid From: 7/26/2013 to 9/26/2014

*J

12

KOMATSU test22 - DS, KE
Tssuer; KOMATSU CA G2
Valid From: 7/26/2013 to 9/26/2014

|

KOMATSU test08 - DS, KE
Issuer KOMATSU CA G2
Valid From: 7/26/2013 to 9/26/2014

il

KOMATSU test01 - DS, KE
Issuer KOMATSU CA G2
Valid From: 7/26/2013 to0 9/26/2014

|

User Name24
Issuer: KOMATSU CA G2
Valid From: 8/16/2013 to 8/17/2013 ==

| Click here to view certificate prope..
User Name24

Issuer KOMATSU CA G2
Valid Feame RARII0TT 40 871759012

===

)

Oy
i

2. A KOMATSU End-User Digital Certificate Service page appears. Go to [Certificate

Renewal] > [Cert Renewal Request].

Pl « | (e ) W

5 KOMATSU End-User Digital. X

Fir Edit View Favodtes Took Help

& @)winda &)win2s

Logout

KOMATSU End-User Digital Certificate Services(Renew)

R four Digital Ceeincaty

a
cvbertrust

*The set values of your IE settings may bring up an information bar or a popup window

prompting to run ActiveX controls. When prompted, allow execution.

13



3.

6.

(This step may be skipped depending on your PC’s OS version or the settings of IE’s

This Web site [s adding one or mare certificates to this computer. Allowing an untrusted
T\ WWeb site to update your certificates s a security risk. The Web site could install

certificates ou do not trust, which could allaw pragrams that you donok trust to run on
this computer and gain access to your data

Do vl veant this program to add the certificates now? Click Yes if you trust this \Web
site. Otherwise, click Mo,

Your request to renew your client certificate will be accepted and the associated
process will be initiated. Please wait keeping the browser open.

-

Please wait for a while.

(This step may be skipped depending on your PC’s OS version or the settings of IE’s
Internet Options.) A Potential Scripting Violation dialog box appears again. Click

This Web site [s adding one or mare certificates to this computer. Allowing an untrusted
T\ WWeb site to update your certificates s a security risk. The Web site could install

certificates ou do not trust, which could allaw pragrams that you donok trust to run on
this computer and gain access to your data

Do vl veant this program to add the certificates now? Click Yes if you trust this \Web
site. Otherwise, click Mo,

Installation is complete when a message saying [Successfully installed the certificate.]
appears. Click [OK] to close the message box and close IE.

VBSeript [

Successfully installed the certificate.
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